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Kaspersky-

Anti-Virus

for Windows Workstations

Kaspersky® Anti-Virus for Windows Workstations is a comprehensive
solution designed to protect workstations against viruses and mali-
cious programs.

PRINCIPAL ADVANTAGES

Advanced technologies. Kaspersky® Anti-Virus for Windows Workstations incorporates cutting-edge tec-
hnologies that provide protection against viruses and malicious code. This solution is based on Kaspersky
Lab’s antivirus engine, which boasts malicious program detection levels that are among the highest in the
industry.

Comprehensive protection. Kaspersky® Anti-Virus for Windows Workstations ensures full-scale protection
for workstations. It monitors disk and removable device operations, email and information downloaded from
the Internet.

FUNCTIONS
Comprehensive protection against viruses and malicious code

e Antivirus scanning of all files and drives. Kaspersky® Anti-Virus for Windows Workstations scans all files for
viruses as they are executed, created or modified. The program also performs antivirus scans of data on
local and network drives on demand — set by the user or administrator — or on a schedule.

Protection against potentially hostile programs. This solution provides protection not only against malicious
software, but against potentially hostile programs as well. These include utilities for remotely monitoring and
controlling victim computers (spyware), programs that automatically establish modem connections with pay
sites (dialers), programs that display obscene content (pornware), etc. Such software can be detected by
scanning the computer using the extended antivirus databases.

Email scanning. Kaspersky® Anti-Virus automatically scans all incoming and outgoing email for viruses
and disinfects incoming mail. The program can also scan databases of various email clients and disinfect
objects in MS Outlook and Outlook Express databases on demand.

Proactive protection of office applications. Kaspersky® Anti-Virus uses the Office Guard™ module to mon-
itor all macros executed in Microsoft Office documents and block any suspicious actions.

Interception of script viruses. Script Checker™, the script-virus interceptor, integrates into the system as
a filter between script programs and the script handler and scans all scripts for viruses before they are
executed.

Quarantine. Suspicious objects detected during a scan can be moved to a quarantine folder. The system
administrator can rescan the contents of the folder, as well as delete or restore files or send them to Kaspe-
rsky Lab for analysis.

e Backup copies. Copies of infected objects can be saved in a backup storage prior to treatment to make it
possible to restore important information if treatment of an object results in an error.
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Optimizing performance

* Optimization for Intef® Centrino™ for mobile PCs. If the Internet connection is disrupted or broken while downl-
oading an update, the process will be automatically resumed when connection resumes and the portion already
downloaded by the user will be automatically saved and will not need to be downloaded again. Updates are
downloaded without interfering with the user’s work. The solution is designed to save battery power and cancels
on-schedule scanning of the computer if battery power is low. This does not affect real-time antivirus scanning.

* Limited update sizes. The administrator can configure the settings for downloading updates of antivirus databas-
es and program modules to a local update source in such a way that only components of Kaspersky® Anti-Virus
5.0 for Windows Workstations and Kaspersky® Anti-Virus 5.0 for Windows File Servers will be downloaded.

e List of trusted processes. By creating a list of trusted processes the administrator can exclude some processes
from antivirus scanning, thereby reducing system load.

Administration and reporting

e Centralized control. Kaspersky® Anti-Virus for Windows Workstations is installed and administered using Kasp-
ersky® Administration Kit. The program enables the administrator to configure the parameters of antivirus scan-
ning for individual computers, create groups of workstations based on selected criteria, define security policies for
these groups, configure parameters and generate reports, install license keys, update antivirus databases, etc.

e User notification. If a virus is detected or during other events related to the operation of Kaspersky Anti-Virus (upd-
ating of antivirus databases and full scan of the computer, etc.) the system administrator will receive the relevant
notifications.

* Detailed reporting. The administrator can obtain detailed information on the program’s status and operation using
a broad range of reports with the desired level of detail.

Automatic updates.

The antivirus database and program components can be updated on demand or automatically on schedule over the
Internet from Kaspersky Lab’s dedicated servers or from local update servers. Kaspersky Lab releases antivirus
database updates hourly.

Round-the-clock technical support

Kaspersky Lab’s experienced and highly qualified specialists are available to provide free technical support by
telephone or email at any time of day or night.

System requirements

+ MS Windows® 98/Me/NT Workstations 4.0 with Service Pack 6 installed:
Intel Pentium® 133 MHz or higher for Windows 98/NT;
«Intel Pentium® 150 MHz or higher for Windows Me;
* At least 32 MB RAM available;
* 50 MB of free space on the hard drive;

+ MS Windows® 2000 Professional with Service Pack 2 installed:
« Intel Pentium® 133 MHz or higher;
* At least 64 MB RAM available;
* 50 MB of free space on the hard drive;
« MS Windows® XP Home Edition and XP Professional:
« Intel Pentium® 300 MHz or higher;
* At least 128 MB RAM available;
* 50 MB of free space on the hard drive.

Product version number: 5.0
Language availablity: English, German, French
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